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For someone who would like to get started practicing computer forensics it might be a little overwhelming. There are
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Introduction

Computer forensics, also called cyberforensics, is the application of computer
investigation and analysis techniques to gather evidence suitable for presentation in a
court of law. The goal of computer forensics is to perform a structured investigation
while maintaining a documented chain of evidence to find out exactly what happened on
a computer and who was responsible for it.

Forensic investigators typically follow a standard set of procedures: After physically
isolating the computer in question to make sure it cannot be accidentally contaminated,
investigators make a digital copy of the hard drive. Once the original hard drive has
been copied, it is locked in a safe or other secure storage facility to maintain its pristine
condition. All investigation is done on the digital copy. However there are some systems
that cannot be taken offline and the investigation of a live running system may be
required.

Investigators use a variety of techniques and proprietary forensic applications to
examine the hard drive copy, searching hidden folders and unallocated disk space for
copies of deleted, encrypted, or damaged files. Any evidence found on the digital copy
is carefully documented in a "finding report" and verified with the original in preparation
for legal proceedings that involve discovery, depositions, or actual litigation.

Computer forensics has become its own area of scientific expertise, with accompanying
coursework and certification.

For someone who would like to get started practicing computer forensics it might be a
little overwhelming. There are many different tools, and techniques. Each tool will
provide different capabilities and will affect the suspect system differently. Some tools
can be very expensive, but there are many tools available which are free and fairly
complete. The Helix tool is very robust and free of charge. Helix can be run as an
operating system, it can be run from command line and it also has a windows GUI. Helix
allows for the analysis of a live system. Many corporate systems use Windows and the
Windows GUI is a perfect way to get started in practicing forensics. In this document
you will find simple laboratories to follow so that you may familiarize yourself with the
Helix tool using the Windows GUI and get started in the practice of computer forensics

These laboratories were run on an XP-virtual machine. Helix is available as a free
downloadable ISO image from http://www.e-fense.com/helix/.

While it is possible to download the image file with your browser, it is recommended that
you use a download accelerate such as Download Express
(http://www.metaproducts.com/DE.html),Download Accelerator Plus
(http://www.speedbit.com/), or Get Right (http://www.getright.com/) to ensure that the
large file, which is about 700MBs, downloads properly. These utilities can resume




downloads that are interrupted, and can segment large files and simultaneously
download the different segments for faster transfers.



Helix User Manual
. Familiarizing ourselves with the Windows Side

Note: When performing a live preview of a system, many of the actions taken can and
will modify information on the suspect machine. This method should only be used when
the system cannot be taken offline.

1. Insert the Helix CD in the computers CD drive. If the CD auto-run features is
enabled (which is the Windows default), a Helix warning window should appear.
If auto-run is disabled, you can run Helix by double clicking on the helix.exe file
on the CD.

£ HELIX v2.0 (09/15/2008) - . |5

You are running this application in a LIVE Windows
environment. There is ABSOLUTELY NO WAY to protect
this live environment from changing.

This application WILL make changes to the running
system. This is an accepted risk you must be willing to
take.

If you are not willing to accept this risk or do not
D9y SO understand what you are doing then exit now, otherwise
agree and proceed at your own risk....

<

Brought to you by:

e Choose Your Language: BN

http://www.e-fense.com
helix@e-fense.com




2. Select the language you prefer and click on the Accept button. Then the main
window will be opened.

£ HELIX v2.0 (09/15/2008)
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3. This Main screen doesn’t behave as a standard window. It doesn’t show up in the
taskbar, and you cannot switch to it via the<ALT><TAB> key sequence. Helix
does place an icon in the system tray which can be used to access the program.
To bring the Helix main screen to the front, you can double-click on the icon, or
right-click, and select Restore. Other options on the right-click menu include
Minimize and Exit.

Restore
— Mirimize
8 HELIX w2.0 (09/15/2008) Exit
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4. Main Options:



|
a. ‘i-’d Preview System Information
This choice will provide you with the basic information of the system. It
includes Operating system version, network information, owner information,
and a summary of the drives on the system. In addition, there is a second
page that will show a list of running processes.

b. ﬂAcquire a “live” image of a Windows System using dd
This option will allow the investigator to make copies of hard drives, floppy
disks, or memory, and store them on local removable media, or over a
network.

c. ﬁlncident Response tools for Windows Systems
This option provides access to 20 tools, all of which can be run directly from
the CDROM. Once you click the icon, a small triangle will appear, next to the
icon. Clicking on this small triangle will provide access to the others pages of
tools.

d. QDocuments pertaining to Incident Response, Computer Forensics,
Computer Security & Computer Crime
The option provides the user with access to some common reference
documents in PDF format. The documents include a chain of custody form,
preservation of digital evidence information, Linux forensics Guide for
beginners, and forensic examination for digital evidence guide. These
documents are highly recommended, and the investigator should review
them before attempting any forensic examination.

e. k—"J Browse contents of the CD-ROM and Host OS
This is a simple file browser that will provide the investigator with information
about the selected file. It will display the filename, created, accessed and
modified dates, Attributes, CRC, MD5 and the file size. Due to the nature of
the windows operating system, the first time you select a file; it will display
the access date of the last access. If you select the same file again, it will
display the date and time of the previous access. This is a feature of the
windows operating system, and cannot be prevented. This is one of the
problems with examining a live system — the investigator’'s actions may
modify the system.

f. @Scan for Pictures from a live system



This tool will allow the investigator to quickly scan the system to see if there
are any suspect graphic images on the suspect system. Many different
graphic formats are recognized, and displayed as thumbnails.

5. Menu Bar

{3 HELIX v2.0(09/15/2008) =SR2 X
|Fi|e Quick Launch Page Help |

In addition to the icons, all the features are directly accessible via the Helix menu
bar.

File — Allows the user to exit the Helix application

Quick Launch — Allows the user to launch a command tool or the FTK Imager
software

Page — Allows the user to jump directly to any of the utility screens

Help — Displays information about the program, and the license agreement



Laboratory 1 - Preview System Information

1. Select the Preview System Information option from the menu.
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This screen displays some general information about the system being
investigated. Some points of interest:

*“Admin:” tells us if the current user is the administrator (good security practice to
change the name of the administrator account)

*“Admin Rights” tell us of the current user has administrator privileges.

*“NIC:” is the MAC access of the network card. If this value is “000000000000” it
indicates that the network card is in promiscuous mode, and could be capturing
all the network traffic on the system.

*“IP:” is the current IP address — this could change if the system is set up for
DHCP.

*Drives name listed with no additional information typically indicate removable
drives with no media inserted.



2. Click on the small triangle next to the Preview Icon. This will display the
second page of information, which lists the running processes. Clicking the
triangle will flip the between the two pages of information.

€9 HELIX v2.0 (09/15/2008) = L=
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 System Information;

C\Windows\Microsoft. NET\FrameworkG4'v3.0WPF\PresentationFontCache.exe «
C\Program Files\Microsoft SQL Serveri90\Shared\sqlwriter exe
C\Windows\System32\svchost exe £
C:\Program Files (x86)\ATI Technologies\ATI ACE\Core-Static\CCC exe
C:Windows'\ehome'ehtray exe

C:Windows\System32isvchost exe

C:Windows\System32\SLsve exe

C:Windows\System32isvchost exe

C:\Program Files\Microsoft SQL ServerlMSAS10 MSSALSERVER\OLAP binim
C:Windows\System32winlogon.exe

C:Windows\System32ihpservice exe

C\Program Files (x86)\Hewlett-PackardiMedia\TViKernel TVITVSched exe
C:\Program Files (x86)WMwareWMware Workstationwvmware-authd.exe
C:\Program Files (x86)\AVGAVG2012\avgnsa. exe

C\Program Files (x86)\Hewlett-Packard\HP Quick Launch Buttons\Com4QLBEx
C:Windows\System32isvchost exe

C:\Program Files\Microsoft SQL ServertMSSQL10.MSSQLSERVERWMSSQLBI
C:Windows\System32\audiodg.exe

C:\Program Files\Microsoft SQL ServerMSSQL10. MSSQLSERVERWMSSQL'BI
C:\Program Files (x86)\BillP Studios'WinPatrol\WinPatrol exe

C:\Program Files (x86)\WMwareWWMware Workstationwmware-tray exe
C:\Program Files (x86Y\Hewletl-Packard\SharedihogWmiEx.exe

In addition to displaying all the running processes in memory, double-clicking on
any process will provide the user the option to terminate the selected application.
Care should be taken, and the investigator should be sure they are terminating
the proper process. Terminating the wrong process could result in system
damage and loss of forensic evidence.

3. Select a process and double click on it.

10
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Fite  Quick Launch Page Help

System Information

CWindows'Microsoft NET\Framework64'w3.0\WPF\PresentationFontCache exe «
C\Program Files\Microsoft SQL Server'90\Shared\sglwriter.exe ‘

NSO ERY » DAL TER FORESNSICS I

5 ‘nWmdows‘aSystem?;-E\svchost exe

= Ic\CCC exe

4 Are you sure?

r/_h-"

|01 Do you want to terminate the process 1096

\h_-Jl -
RVER\OLAFbinim

5 i WA L
C:\Program Files (x86)\Hewlett-PackardiHP Qumk Launch Buttons\Com4QLBEx
C:Windows\System32isvchost exe
C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVERMSSQLBI
C:Windows'\System32\audiodg.exe
C:\Program Files\Microsoft SQL ServerMSS5QL10. MSSQLSERVERIMSESQLBI
C:\Program Files (x86)\BillP Studios\WinPatrol\WinPatrol exe
C:\Program Files (x86)NMwareVMware Workstationwmware-tray exe
C\Proaram Files (x86)\Hewlett-Packard\SharedhoaWmiEx exe

Page 2 of 2

=

NOTE: Why don’t we just use the built in “task manager” to display this information? If
they system has been hijacked by a root kit, or some other malicious program, it is
possible that the Windows Task Manager has been modified to not display the
malicious code. Since Helix is running from the CD, it cannot be modified, and should
be able to display all the programs currently running on the system.

Now you have some knowledge about the system that you’re analyzing and the
processes that are being run on it. And if there are hidden processes that are running
which the owner of the system was unaware of you have been able to identify those as
well.

11



Laboratory 2 - Acquire a “live” image of a Windows System using dd

Select the acquisition option in the menu. There are two tools provided to acquire
images of physical memory or disk drives. On the first page, there is a graphical front-
end to the command line version of dd, a common disk duplication utility. The dd utility
can capture physical memory and drives. Also, dd can image over a network.

£3) HELIX v2.0 (09/15/2008) =i
FE[e Qui_ck_ Launch Pa_gg He_tg

MELIN ™ INCEDNERT REST WS E » &1

Live Acquisition

>

. Source:

[\ \PhysicalMemory - [3846 MB] - |

(o] [ ]

Destination:

y 48| Wforensicsimages!

Image Name:

image.dd

defaul

Part A - Using dd

The source field includes a drop-down box for the investigator to select any drive in the
system. The destination can be a local removable drive, network drive or a net-cat
listener. The image name is the user chosen name, and the standard extension is “.dd”.

The Options include:

«  Attached/Shared: check this option to save the image to a local drive, or a network

share.

» Net-Cat: check this option to transfer the image to a net-cat server located on the
network. With this option you will need to specify the IP address and port number of
the net-cat server.

12



e Split Image: Allows you to split the image into multiple files if the image will exceed
the capacity of the storage medium. For example, if you are imaging a 10 gig hard
drive, you can split the image so that it will fit on a CDROM, DVD, or FAT 32 file
system, which has a4 gig file size limitation.

Select the desired source and destination files. Once you enter all the parameters, and
press the “Acquire” button, a forensic command shell window will open up. This
command shell uses trusted binaries to prevent root kits from tampering with the image
being created. You can now paste the dd command line into the shell by right clicking
and selecting “paste” from the context menu. Press enter to execute the command.

Once the command is finished, there will be 3 files in the destination directory:
e Filename.dd — the image of the source disk
e filename.dd.md5 — a file containing the MDS5 of the image file.
e Audit.log — a file containing the command and the output of the program.

You should examine the Audit.log file. If all went well you should see that all the MD5
Hashes match and you will see the message “The checksums do match”. If they match,
that means you have an accurate copy of the evidence. Here is an example of the file.

B fnzpedd_sedi - Hesepad

Fle Edd Foored Wiess Hep

Furensic d--cgu*:-h:iun ueiTittes, 1, 0, 0. 1033
dd. 3. 1035

upyrith: ( ) Z00Z-2004 Geprge M. Garner Or

Comvand Line; dd.oexe AF=0 Bl calMeory of =" sbocuments and Sectd ng=aded nd stratorpeskcops Imsges image. dd*
cofiv=ngarror --mdSsun ——varifuids  —-mdSouce"cpocuients and :n:-:1ngswﬁnn1sl:ramrwnsHnnu.ngnhngn dd-rds”
—-Tog=" ;"Documents and Sectingsiadednd=tracorbezkcopi Inage inage. di_audit. Tog

Bazed on original version developed by Paul Rubin, David Mackenzie, and Stuart Kemp
Microsoft windows: varsion 5.1 ¢aulld z600.profassional sarvica Pack 23

"'E.I’I:Ill.l""I:IJ."' [ 1)
“urrent iser; VICTIMA-01Y d-l:hinh-l:r-al:ur

Total phy=ical nemory reported; 523700 EB
op 1ng physical mawory. .
I:l:'-.alP'-. sundd. mxe;

stoppad raading physical mewory:

Tha paraecar 15 1ncorracc.
%A 3dcazAedd el A ofedlefonsmhah [Wa Phy=1caldemory] 2 Documents and SettingssadedndstratorsiDesktopy s JImagess image. dd

verif 'l"!! outpu File
'-.5343dn\:'il E

anada-:u-:ardmurws?hah [=!vipaciants and savedngsioadat il seeataroneskrop i amagahy dnage. dd] sz ropocients and saredagsioadelnlstratarihoe

ourput ©rpocumants and secoingshadedndstracorhpeskroplanagen Inage. dd S36HEGERLG SI6AAGERELE yTes (coMpressed uncoprassad)
131071+0 records 1n
13107140 racords out

£ ¥

And that’s it. You now have an accurate copy of the suspect’s chosen drive. Print out
the Audit.log file, put it in the evidence envelope along with the original floppy, update
the chain-of-custody form, and return the evidence to the evidence locker.

Part B - Using FTK Imager

‘FTK Imager is a data preview and imaging tool that lets you quickly assess electronic
evidence to determine if further analysis with Access Data® Forensic Toolkit® (FTK™)
is warranted. FTK Imager can also create perfect copies (forensic images) of computer
data without making changes to the original evidence.” (Access Data, 2005)According
to the FTK Image Help File (Access Data, 2005), you can:

13



» Preview files and folders on local hard drives, floppy diskettes, Zip disks, CDs,
and DVDs.

» Create forensic images of local hard drives, floppy diskettes, Zip disks, CDs, and
DVDs.

* Preview the contents of forensic images stored on the local machine or on a
network drive.

e Export files and folders.

e Generate hash reports for regular files and disk images (including files inside disk
images).To access the FTK Imager, select the second page of the Image
Acquisition page. This page will display the release notes for the current version
of the tool. Click on the “Imager” to launch the actual application.

To access the FTK Imager, select the second page of the Image Acquisition page. This
page will display the release notes for the current version of the tool. Click on the
“Imager” to launch the actual application.

3) HELIX v2.0 (09/15/2008) - - - ez=

= & ¥ TRy
File QuickLaunch Page Help

IMSCOVERY » COARATL/TER FrONTESNSNCS

MELIN ™ NCHENENT RESTINSE » 6L

Live Acquisition

EAccessData

=
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2} AccessData FTK Imager — - — =i

File WView Mode Help

w6 = ©

Evidence Tree | |File List x|

I
i
=3

Marme Size Type Date Modified

Evidence:File System [Path |File Options

< | I | i -
New| Edit | |Remove| [Remove All| |Create Image

o . 2 . 3 ) : Custom Conte... »
For Help, press Fi | [[Mum || [ 2

e

Note: FTK Imager can now also be launched via the Quick Launch menu on the main
screen.

The FTK imager is a powerful and flexible tool. It can be used to examine media and
images, and extracted deleted files. It has extensive information available via the Help
menu or the question mark icon on the toolbar.

Once you have an image of a disk it might be a good idea to have additional copies, just
in case. Let’s use the FTK Imager to create the image and the necessary copies. For
this test let’s say that we have received a flash drive belonging to a suspect. It could be
a different source, like a floppy disk for example.

First From the menu, select File / Create Disk Image. Select Logical Drive, and click
Next.

15



.
Select Source L&J

Flease Select the Source Evidence Type
(71 Physical Drive
@ Logical Drive
() Image File

(7 Conterts of 3 Folder
{logical filedevel analysis only; excludes deleted, unallocated, stc.)

I (") Femico Device {multiple CO/DVI)

<Back || Ned> | | Cancel | [ Hel

Select F:\ from the drop down menu, and click Finish.

r Y
Select Drive [
Source Drive Selection
Flease select from the following available drives:
F- [FAT] -
| [] Automnate multiple removable media
| <Back || Fnsh | | Cancel | [ Hep |

|-

Now you are to select the destination drive. Click “Add...”. You can choose from three
Image Types. Raw (dd) is the same format as created by dd command, and is the most
universal format. Smart is for the SMART forensic tool from ASR Data, and EO1 is the
format used by EnCase. Be sure that the “Raw (dd)” option is selected and click Next.

16



Select Image Type L&J

Please Select the Destination Image Type

< Back [ Mext = ][ Cancel I | Help

Select the folder you wish to create the image in. Include the image file name, but not
the extension, it will be added automatically. The image fragment size is used to split
large images into chunks that can fit into removable media. In this case we will be

saving into a local folder that we will create in the C:\ drive. (C:\Forensics\Images). Click

Finish.

r 3
Select Image Destination &J

Image Destination Folder

C:\Forensics\Images Browse

Image Filename (Exduding Extension)

Fﬂ{[magerTestﬂ

Image Fragment Size (ME) IEiII
For Raw and E01 formats: 0 = do not fragment

"l Compression (0=None, 1=Fastest, ..., 3=Smallest) |0

[ < Back ” Finish ][ Cancel I | Help

|

You are returned back to this screen. Click Start.

17



Create Image lﬁ

Image Source

F:

Image Destination(s)
C:'\Forensics\Images \FTkImagerTest [raw,/dd]

Add... Felits Remove

[#] Verify images after they are created [ | Precaloulate Progress Statistics
[T create directory listings of all files in the image after they are created

| Start ] [ Cancel ]

| .

The time it takes to perform the image will vary on the size of the image we are creating.

r 5
Creating Image... = |5 e
Image Source: Ez\
Destination: C:\Forensics\Images \FTEImagerTest1
Status: Creating ihage. &
Progress

Elapsed time: hom31

Estimated time left:

Cancel

e

Once it is finished, it will display the Image. Verify Results, and if all went well, you
should see that both the MD5 and SHA1 hashes displayed match. If they match, that
means you have an accurate copy of the evidence .If they don’t match, that typically
means you have a bad disk, and the drive had a problem reading the source. Click
Close You can click Close again on the Creating Image screen.

18
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B | Drive/Image Verify Results

'El General -
Mame FTKImagerTestl. 001 |_'
Sector count 511968 IE

E] MD5 Hash |
Computed hash 584698bb3a713b00197410bf2cc9e503 e |
Report Hash 584698bb3a713b00197410bf2cc9e503
Verify result Match

EE] SHA1 Hash -|

You should have two files in your destination folder:

FTKImagerTest1.001 — this is the image of the source disk.
FTKImagerTest1.001.txt — this is a copy of the Imager Verify Results screen.

= E )
N AWSNC: Forensics\Images| v | ¥4 |l Search =3
il
8y Organize ~ €
s e Narne Date modified Type Size
s || FTKImagerTest1.001 4/25/2012 10:46 AM 001 File 255,984 KB
| FTKImagerTestl.001.tt  4/25/201210:46 AM  Text Document 2KB

Folders
2 items

e

Congratulations! You now have an accurate copy of the suspect’s disk. Print out the
FTKImagerTest1.001.txt file, put it in the evidence envelope along with the original disk
(in our case flash drive), update the chain-of-custody form, and return the evidence to
the evidence locker. In order to create a copy you will repeat the previous steps but you
will then save the image onto the appropriate removable media selected.

19



Laboratory 3 - Incident Response tools for Windows Systems

CEETE W WS N—

€D HELIX v2.0 (09/15/2008)
File

i
i
===

— —_— =

This panel provides the investigator with a number of tools to respond to incidents.
There are three pages to this panel; the other pages can be accessed by clicking on the
small triangles next to the Incident Response icon in the left tool bar. We will only go
through some of the options available.

20
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File QuickLaunch Page Help

Incident Response
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{3 HELIX 2.0 (09/15/2008)
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Windows Forensics Toolchest (WFT)

Incident Response Collection Report (IRCR2)
First Responder’s Evidence Disk (FRED)
First Responder Utility (FRU)

Security Reports (SecReport)

Md5 Generator

Command Shell — a forensically sound command shell
File Recovery — recover deleted files

Rootkit Revealer — detect the presence of rootkits on the system
VNC Server

Putty SSH

Screen Capture

Messenger Password

Mail Password Viewer

Protected Storage Viewer

Network Password Viewer

Registry Viewer

Asterisk Logger

IE History Viewer

IE Cookie Viewer

Mozilla Cookie Viewer

Part A — MD5 Generator

On the top part of the second page of the incident response option you will find the
option of generating the MD5 signature for any file in your
system.

8 HEL[X2009R1 {01/06/200%9)
File Quick Launch Page Help

ma"‘mrnme-a
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First click on the “...” button, this will bring up the file manager so that you may select a
file from your system. Select any file you like.

Select File )]

Lock ir: | € Helix2008R1 (D) | I ¥ -
|7 . disk, |isolinu: @ heliix
| AutoPlay |ZJLanguage @ heliix
| casper |Zpool r%’l mdSsurm
|[hdists |Chpresesd README , diskdefines
IZhinstall j} ubunkuy
IR EULA. pdf

Type: Setup Information
Date Modified: 1/15/2009 1:43 PM
Size: 43 bytes [

File name: autonn | pen
Files of tpper | Al Files [%.%) w

Once the desired file is in the file text box you may press the “hash” button. Helix will
proceed with the MD5 signature generation. And you now have the MD5 signature for
the file you selected.

Part B — Rootkit Revealer

Rootkit Revealer is a freeware tool from Sysinternals. It successfully detects all rootkits
published at www.rootkit.com.

A rootkit is a collection of tools (programs) that enable administrator-level access to a
computer or computer network. Typically, a cracker installs a rootkit on a computer after
first obtaining user-level access, either by exploiting a known vulnerability or cracking a
password. Once the rootkit is installed, it allows the attacker to mask intrusion and gain
root or privileged access to the computer and, possibly, other machines on the network.

A rootkit may consist of spyware and other programs that: monitor traffic and
keystrokes; create a "backdoor" into the system for the hacker's use; alter log files;
attack other machines on the network; and alter existing system tools to escape
detection.

The presence of a rootkit on a network was first documented in the early 1990s. At that
time, Sun and Linux operating systems were the primary targets for a hacker looking to
install a rootkit. Today, rootkits are available for a number of operating systems,
including Windows, and are increasingly difficult to detect on any network.

Rootkits have become more common and their sources more surprising. In late October
of 2005, security expert Mark Russinovich of Sysinternals discovered that he had a
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rootkit on his own computer that had been installed as part of the digital rights
management (DRM) component on a Sony audio CD. Experts worry that the practice
may be more widespread than the public suspects and that attackers could exploit
existing rootkits. "This creates opportunities for virus writers," said Mikko Hypponen,
director of AV research for Finnish firm F-Secure Corp. "These rootkits can be exploited
by any malware, and when it's used this way, it's harder for firms like ours to distinguish
the malicious from the legitimate."

A number of vendors, including Microsoft, F-Secure, and Sysinternals, offer applications
that can detect the presence of rootkits. If a rootkit is detected, however, the only sure
way to get rid of it is to completely erase the computer's hard drive and reinstall the
operating system.

Let’s run the application. First, click on the rootkit revealer icon.

Rontkit Revealer

When asked for confirmation click “Yes”.
Motice i_ [&J

" ) You are about to run:
The Helix RootKit checker for Windows

IS THIS OK?

You may be asked to accept the terms of agreement. If you wish to proceed, click on
the “Accept” button.
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RootkitRevealer License Agreement w

SYSINTERNALS SOFTWARE LICENSE TERMS =

These license terms are an agreement between Sysinternals (a whaolly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

« updates,

s supplements,

« Internet-based services, and

|_Agee || Decine |

The main scanning window will be presented. The program will run at the level of the
currently logged in user. It would be best to run this as a system administrator for more
accurate results.

B Rrptla silimsmmys by - Sorminler nale: wewes, pysinter nale, oo

Fin Cpiora Help
Path Tiwsilam T8 Deigiphion T
JHELENEE ORI TP Pokcph Saomir S8 TN 1Y A Emp resra contere ssbadded e [
B HICLMSE CUR Tr WPl Esorsieh G- LEAM2THIZ AN Obpivs  Kap rewes oonises snbedded i 7]
ﬂ'l‘l‘l.l-ﬂ.‘i-ﬂ"fu‘-ﬁﬂi e SO0 100 SO FRPHES B SO0 S e P assrsstur NS B P 0 bpnz  Surimlp rarsaith
B HCL MR SOF T WA ' bbarsol Ty Meoroeaf BTL Gt 0L BOLESFRES B Sy AW 2 B PN Obpes  Secusty nirssivh
i 0 bpez  Heddan bom W rodoees GF1
= A epei 1onfi LA BT PN Abpes  Hidden o windoss &F1
15T AN BT PR 0 bpez  Heddan bom W rodoees GF1
= Tellog AT BT PN Dbpies  Hidden ko 'Windoss &F1
=4S T g TapefT AN BT PR 1. 00KE  Heddan brom Windoes GF1
= E S E e A nbstadaf A g AT BT PN Dbpies  Wishhs in deeokop indea bt ot 'Windons &F1 o WFT
1 E 53 E-daredy $H midutuckad ' $ T4 AT BT PR 1 bptez  WWoble n dewciorp e, bt not Windoes 571 o T
I E S mibered R it mciaby A Tl o) AT BT PN Dbpies  Wishhs in deeokop indea bt ot 'Windons &F1 o WFT
= E A3 E-danedy $H midntucadn' § TodLog 3 Top: AT BT PR 1 bptez  WWoble n dewciorp e, bt not Windoes 571 o T
= E - Ewiend R st nctaly Tl og i Teilos) b4 EMZTHEMN B Wi by g inciea. bt not 'windoes GF1 of WFT
= E A3 E-danedy3H widatacad o' § T-dLog 3 T-dlogC ond s DODDD0D0DDD0000000C IEAH2 154 P 1D Wobla i deeciap ndes, bt not Windoes 5P o WFT
3 E - Ewiend A st naindy Tl g Tl gt ondsnes TODOODOOOODDODOOONNG TN BT PN i Wi by g inciea. bt not 'windoes GF1 of WFT
5 o porne e 1E bR Fownd

In order to interpret the output you can find the meaning of the description column in the
sysinternals web site. The results of the scan can be saved to a file using the File/Save
option. This tool is meant to find rootkits, not remove them. Depending on the nature of
the investigation the detection of the rootkit needs to be documented and the system
preserved for future investigation.
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Part C — Internet Explorer History Viewer

Each time you type a URL in the address bar or click on a link in the Internet Explorer
browser, the URL address is automatically added to the history index file. This utility
reads all the information from the history file on your computer, and displays the list of
all the URLs that you have visited in the last few days. It also allows you to select one or
more URL addresses, and then remove them from the history file or save them into a
text, HTML, or XML file. In addition, you are allowed to view the visited URL list of other
user profiles on your computer, and even access the visited URL list on a remote
computer, so long as you have permission to access the history folder.

1. Clickonthe ~  |EHIstoryViewer o ion.

2. You will be presented with a confirmation message, click “Yes” to proceed.

g _H'-I You are about to run:
| ' The Helix [E Histery viewer program from Nirsoft }

IS THIS OK?

mEHistoryView: C:\Users\michy_UB\Appl;);ta\Loﬁai\h:ﬂ};mﬁoﬁ\Wi;dows\H_]story_ .

File Edit View Help
| eomdX £F

URL Title Hits

Modified Date Expiration Date

5/28/2012 10:09:36... [

[l file:/// C:/Users/michy. 08/Documents/Maestria/Proyecto/H... 5/2/2012 10:09:35 ...

D file:/// C:/Users/michy_08/Documents/Maestria/Proyecto/H... 108 5/2/201210:07:51 ... 5/28/2012 10:00:44...
[T files//#Cof Users/michy_08/Documents/Maestria/Proyecto/2... 7 /22012 2:18:36 AN 5/28/2012 9:18:38 ..
[T http:/fwww.eversave.com/common/dynamicflows/Dynami... :Welcome to Publishers... 661 5/1/201210:09:40 ...  5/27/2012 10:09:42...
E| http:/www.facebook.com/ Facebook 1,537 5/1/201210:09:40 ... 5/27/2012 10:09:42...
[T http:/fwww.pch.com/pchrecognized Sweepstakes, Online Sw.., 377 5/1/2012 1000940 ... 5/27/20012 10:09:42..,
[T] https://mail.google.com/mail/fshva=1 Grail 1375 5/1/201210:09:40 ...  5/27/201210:0%:42...
E| https://www.bancopopular.com/cibp-web/actions/makePa... MiBanco | Make Payme.. 102 5/1/2012 100940 ... 5/27/2012 10:09:42...
[T] https://accounts.geogle.com/ServiceLoginiservice=mail&p... Gmail: Email from Google 190 5/1/201210:0%:40 ... 5/27/20012 10:09:42.,.,
[T http://spectrum.pch.com/Path/2012AprTVPCIREG/REMRE...  Publishers Clearing House 95 5/1/201210:09:40 ...  5/27/2012 10:09:42...

L

4. Notice the menu at the top of the URL history window. You may access the
options either from the top bar containing drop down menus or the picture menu
found just beneath it. When you select one of more of the URLs by checking the
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checkbox al the left of each URL additional options will he habilitated. You may
delete the URL, save it to a file or create a link to the URL to name a few of the
options.

% IEHistoryView: CA\Users\michy 08\AppData\Local\Microsoft\Windows\History il =| Ek

File Edit View Help

ELnEXeDaEMAl 9

URL Title Hits Modified Date Expiration Date |
Fll file:/// C./ Usersimichy 08/Documents/Maestria/Proyecto/H... 110 5/2/2012 10:09:35 .. 5/28/2012 10:09:36.. |
D file:/// C:/Users/michy_08/Documents/Maestria/Proyecto/H... 108 5/2/201210:07:51 ... 5/28/2012 10:00:44...

I [T files///Cof Users/michy_08/Documents/Maestria/Proyecto/2... 7 5/2/2012 3:18:36 AN 5/28/2012 9:18:38 ...
[T http:/fwww.eversave.com/common/dynamicflows/Dynami... :Welcome to Publishers... 661 5/1/201210:09:40 ...  5/27/2012 10:09:42...
|:| http:/www.facebook.com/ Facebook 1,537 5/1/201210:09:40 ... 5/27/2012 10:09:42...
[T http:/fwww.pch.com/pchrecognized Sweepstakes, Online Sw.., 377 5/1/2012 1000940 ... 5/27/20012 10:09:42..,
[T https://mail.google.com/mail/fshva=1 Grail 1375 5/1/201210:09:40 ...  5/27/201210:0%:42...
E| https://www.bancopopular.com/cibp-web/actions/makePa... MiBanco | Make Payme.. 102 5/1/2012 100940 ... 5/27/2012 10:09:42...
[T] httpsi//accounts.geogle.com/ServiceLogin?service=mail&p... Gmail: Email frem Google 190 5/1/201210:0%:40 ... 5/27/20012 10:09:42.,.,
[T] http://spectrum.pch.com/Path/2012AprTVPCIREG/REMRE...  Publishers Clearing House 95 5/1/201210:09:40 ...  5/27/2012 10:09:42...
4| T |

L

923 item(s), 1 Selected

ke =

Part D - Internet Explorer Cookie Viewer

IECookiesView is a small utility that displays the details of all cookies that Internet
Explorer stores on your computer. In addition, it allows you to do the following actions:

Sort the cookies list by any column you want, by clicking the column header. A
second click sorts the column in descending order.

Find a cookie in the list by specifying the name of the Web site.

Select and delete the unwanted cookies.

Save the cookies to a readable text file.

Copy cookie information into the clipboard.

Automatically refresh the cookies list when a Web site sends you a cookie.
Display the cookies of other users and from other computers.

Click on the icon ﬂ -F‘I' i IE Cookie Viewer
You will be presented with a confirmation message, click “Yes” to proceed.
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@SN You are about to run:
L The Helix IE Cockie viewer program from Mirsoft

IS THIS QK2

3. A window will open with the cookies found for Internet Explorer in the system.

@ IECockiesView: Ch\Users\michy 08\AppData\Roaming\Microsoft\Windows\Cookies E@lﬂ
File Edit View Options Help

AEOHDR=REFE A
Web site” / I Hits | Accessed Date | Maodified Date | Created Date Size I User =
O@ about.com 9 1/30/2011 4:05:24 ... 1/30/2011 4:05:24 ...  1/30/2011 4:05:24 ... 418 mick_|
D‘ ad.wsod.com 2 3/15/2010 7:46:55 ... 3/15/2010 7:46:55 ... 3/15/2010 7:46:55 .. 194 mick
O& ad.yieldmanager.com 9 1,/30/2011 2:08:40 ... 1,/30/2011 2:08:40.. 9/22/2009 5:2517.. 603 mick
O & adbuyer.com 1 1/30/2011 2:08:40 ...  1/30/2011 2:08:40 ... 1/30/2011 2:08:40.. 109 mick
O addthis.com 2 1/30/2011 4:17:28 ... 1/30/2011 4:17:28 ...  1/30/2011 4:17:28 ... 159 mick
O adnus.com 48 1/30/2011 4:05:24 ... 1/30/2011 4:05:24 ... 1/30/2011 4:05:24 ... B892 mick
rias . v - 0 P VRV O T P ] B B Y Ty P 13 2
<« 0 | b
Key Value Domain I Secure I Expiration Date I Maodified Date Created |
i | [

128 Cookie Files [

R —— = == caeee e =

4. Many of the options that were available for the Internet Explorers URLs are
available for the cookies. Delete, save, open, etc. Feel free to play with them.

5. You also have the Mozilla Cookie Viewer; it works similarly to IE cookie viewer.
Follow the same steps with the only difference that you start by pressing this icon

E Mozilla Cookie Viewer
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Laboratory 4 — Scan for pictures of a live system.

This tool allows the investigator to quickly scan the system to see if there are any
suspicious graphic images on the suspect system. Many different graphic formats are
recognized, and displayed as thumbnails. Use example: This allows a parole officer to
preview a system for graphic images that may violate a parole.

. . ’ Scan for Pictures from a live system
1. Select the scan for pictures icon e

2. You will see the following screen

HELD2009R1 (01/06/2009)
File QuickLaunch Page Help

MELEN 5“' PO ENTS T RESTNWSSE » ELECTIROWERC [NSCONYERY » COAGUTER FORESNSNCS

Scan ror.Pictures

Load Folder Clear All Eniarge Decrease

3. Notice there is a menu at the bottom of the window in light grey. Click on the
“Load Folder” option and select the desired drive to scan.
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Please select a folder to load

Bl Desktop
o B michy 08
> 4 Public
4 M Computer
v &y Local Disk (C:)
I* =g RECOVERY (D)
» @ DVD RW Drive (E:) Helb2008R1
[ ﬁ” Metwork
B Keiny

I [m Share

Folder: Local Disk {C:)

[ Make New Folder ]

4. Be aware that depending on the size of the drive, the amount of memory and the
speed of the system, this could take a while. A reminder window will pop up;
press the “OK” button in order for the process to continue.

After you press the “OK” button it may seem like nothing is happening, don’t
worry. Let it work, after a while you should see the following screen.

Loading previews of images . . .
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Once the scan is complete you will be able to view the images recovered

= |u[E] ﬁ1

@ HELTX2009R1 (01/06,/2009)

File QuickLaunch Page Help
T ST BN T FRAESTWSE E » ELEC TITOIC DHNSCONERRY » E0MGLUTER FORESSHES

Scan For Pfcturss

MELIN
=

1-marge-simpson... 1-menair-kazemi-... |1

an - Indelzbl EL‘E-FrnnLjng Size: 1930 & 1145 | Color: "dhn ()

Load Folder Clear All Eniarge

Double clicking on any thumbnail will open the image in the local viewer. Be
advised that this application will chance the last access time on just about every
file in the system, since it examines the file headers to determine if the file is

graphic.
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Laboratory 5 — Exiting Helix

There are several ways to exit the Helix application.

1.

transactions.

your transactions.

transactions.

File / Exit from the menu bar — This will prompt an offer to save a PDF of your

Click on the close windows button — This will also an offer to save a PDF of

Right —click on the Helix icon in the system tray — This will NOT save your

The first to exit options will save a copy of all your transactions if you will, while the last

option will not. If you choose to save the output, you will be prompted in order to
determine where the file will be saved. The file should be saved on a network share or
on a removable evidence collection drive to prevent any contamination of the suspect

computer. The default file name is Helix_Audit_Log.pdf

File example:

HEex.,

=

----------- — SYSTEM INFORMATION —---eeemeemeeeemee
Operating System:Windows XP Service Pack 2
Operating System Version: 5.1.2600

User Information:

Owner: Obed

COrganization:

Admin: No

Admin Rights: Yes

Network Information:

Host: VICTIMA-01

User: Administrator

IP: 192.168.126.128

NIC: 000c292cd7ec

Domain:

Detected Drives:

A\ (Removable drive)

C:\ (Logical drive)

D7\ (CD/DVD-ROM drive)

19°58°46 - Helix displayed the Incident Respanse page 1.

19:58:49 - Helix displayed the Incident Response page 2.

19:58°53 - The RootKit Revealer was executed successfully.

20:02:44 - The PC Inspector File Recovery utility was executed successfully.
20:04:18 - Helix displayed the Browse Contents page.

20:04:39 - Helix displayed the Scan for Pictures page.

RERERRHREREERHE INVESTIGATIVE NOTES

Helix Stopped on: 05/03/2012 at 20:04:46
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